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macOS VPN SETUP AND CONFIGURATION GUIDE

This guide is intended to assist users in establishing a remote VPN connection to the Lamar
University network. Virtual Private Networking (VPN) gives the user an encrypted connection to the
Lamar University network. Passwords and other sensitive information will be securely transmitted
over the Internet and into the campus network. Traffic to and from the Lamar University network will
be secure and permitted only when using VPN.

Introduction:
Lamar University network access via VPN for macOS computer uses Fortinet’s FortiClient. Please
read these instructions and notes carefully prior to setting up the VPN on your macOS computer.

Requirements:
1) LEA 2-Step registration is required for all Lamar University users

2) Working internet connection.
3) Tested on macOS 12 Monterey, 13 Ventura, 14 Sonoma, and 15 Sequoia

On campus: VPN client is not required.
Off campus: Must be connected over a working internet connection.
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LU VPN ACCESS REQUIRES LEA 2-STEP

USING THE DUO MOBILE APP

STEP 1

LEA 2-Step is a two-factor authentication system that provides additional security for access to
Lamar University Information Systems.

If you have not registered a device with LEA 2-Step using the Duo Mobile App, please contact the
IT Service Desk for assistance. If you have registered, you can move on to Step 2.

More information about the LEA 2-Step can be found by visiting https://www.lamar.edu/lea2step.

LEA 2-Step i d\

Something You Know Something You Have LEA 2-Step

[ J
; l
Installing FortiClient MacBook Pro
13-inch, M2, 2022
Determine your OS version, as the configuration instructions Moo oSS0
can vary depending on which one you have. Serial number
macOS Sequoia 15.3.1 € |
Click on the Apple logo in the top-left of the menu bar, then p———

click “About this Mac.”



ackennerson
Cross-Out


DIVISION OF INFORMATION
M NT

w AND DEC)
sﬁ\ LAMAR UNIVERSITY

30f9
VPN Guide - OSX

STEP 3 o0 @ Install FortiClient 3}
. . . Welcome to the FortiClient Installer
Installing FortiClient
| ® Introduction FortiClient for macOS is a unified security agent for computers that

Download and run the installer file from the
Lamar University Remote Access page for
your platform.

OF
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(&) FortiClient VPN Fo

Install

@ FortiClient > @ Install

integrates antivirus, SSL and IPsec VPN remote access, web
filtering, application firewall and vulnerability scan into a single
software package. FortiClient for macOS has a user-friendly
interface that allows for quickly setting up protection for your
computer.

@I

[ Conte 1

STEP 4

Installing FortiClient

e ® Install FortiClient [
Software License Agreement
S English <
||
° U Fortinet Product License Agreement / EULA and Warranty Terms

To the
software license agreement.

you must agree to the terms of the

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License

OU OF THE PROVISIONS IN THIS A OR L NO
BOUND BY ANY ADDITIONAL AND/OR CONFLICTING PROVISIONS IN ANY

| 'ORDER, RELEASE, ACCEPTANCE OR OTHER WRITTEN CORRESPONDENCE
OR OTHER OR VERBAL UNLESS EXPRESSLY

WRITTEN
AGREED TO IN AWRITING SIGNED BY THE GENERAL COUN

Proceed through the installer.
Accept the license agreement.

You will be prompted for an administrator’s
name and password.

Lis
Installer

| Instalor is trying to install new software. ﬁ-—-—-

Enter an administrator's name and
password to allow this.

((1sername

Password

)|

Introduction

® License llation of this software

 Destination Select of this computer will be

o staiatontyoe (D
Cancel

T —

Change Install Location...
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STEP 5 (Sequoia)

Installing FortiClient

Several pop-ups will open simultaneously.

Click “Open System Settings” A

FortiClient should direct you to the correct page in System &
Settings. Click allow FortiTray and you will be prompted

for an administrator’s name and password. “FortiTray” would like to use a
! new network extension

You can enable this extension in Login
Items & Extensions. Network extensions
run in the background and can monitor

Network Extensions network traffic on your Mac
Network extensions extend core networking features on your Mac. .
U These extensions run in the background and can monitor the

e “

Microsoft Defender Network Extension () © 09.“ sm.m s‘:w

FortiTray
vpnprovider C @

' If you don’t see the network extensions
[ NOX } < > General

page, open System Settings, navigate to
Q search B storage General on the sidebar to the left.
:ﬂ: :::Z :c:;::f & AppleCare & Warranty

Scroll down and find Login Items &

@ wiri - Extensions, Click on it, and then scroll
Bluetooth down until you see Network Extensions.
Network &) AutoFill & Passwords

@ven - A Click on the (.

3 sattery Date & Time

Hanouage & fesien
< Login Items & Extensions

Accessibility
@ Appearance

& Login Items & Extensions - com st vi

5 | i i4 Sharing Driver Extensions
2! Apple Intelligence &... 4 t i o . —
) Control Center € startup Disk ) ) )
Desktop & Dock Endpomt Security Extenswns ) ;
® T ) U Microsoft Defender Endpoint Security Extension
a Displays Time Machine
(&) screen saver @) S oo
(2 spotiight 4 Device Management '
Finder
<. Wallpaper
b RS @ Rotate Left, Markup, Trim, Create PDF, Convert Image and 1 more

&) Transfer or Reset

a Notifications Network Extensions

vpnprovider, Microsoft Defender Network Extension

cu

Photos Editing
Markup

3

Quick Look
TipsQuicklook

(0

Sharing
Add to Photos, Add to Reading List, Mail, Notes and 1 more

G
®© © © © © © © © o

o, Spotlight
u Microsoft Outlook

-~
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STEP 5 (Ventura and Sonoma)

Installing FortiClient

[ NON
Q Search
Sign in
with your Apple ID
Wi-Fi
B Bluetooth
Network
VPN

B Notifications

Sound
Focus

B Screen Time

/2] General

@ Appearance
Accessibility

I Control Center
© siri & spotiight
0 Privacy & Security

Desktop & Dock

STEP 5

Installing Forti

((,Il\ignt

Privacy & Security

- ~
@ Analytics & Improvements

m Apple Advertising

Security

Allow applications downloaded from
App Store
© App Store and identified developers

System software from application “FortiTray” was blocked from loading.

Ajow
&) FileVault Off
0 Lockdown Mode Off

Others

. Extensions

L4 Profiles

onterey) :

In macOS Monterey, you can allow FortiTray by going
to System Preferences -> Security & Privacy

Click the lock on the bottom left.

You will be prompted for an administrator’s password

Click “Allow"

For these two versions, the steps are
largely the same except you must also
allow FortiTray near the bottom in
Privacy & Security.

< i Security & Privacy Q

General ~ FileVault ~ Firewall ~ Privacy

A login password has been set for this user  Change Password...
Require password 5 minutes after sleep or screen saver begins
Show a message when the screen is locked
Disable automatic login

Allow apps downloaded from:

App Store
© App Store and identified developers

System software from application “FortiTray” was blocked X Allow
from loading.

é Click the lock to prevent further changes. Advanced...
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STEP 6

Installing FortiClient

Click “Allow.” You may get prompted for an

administrator’s name and password.
“FortiTray” Would Like to Add

Proceed to the Step 7. VPN Configurations

All network activity on this Mac may be
filtered or monitored when using VPN.

Allow Don’t Allow

STEP 7

Configuring FortiClient

Click “Allow” when FortiClient prompts for

access to your documents folder. ece < Full Disk Access
. . . Q full disk (] Allow the applications below to access data like Mail, Messages, Safari,
FOI’thhent may also aSk for Full DlSk ACCCSS. Home, Time Machine backups, and certain administrative settings for all
To enable, open System Settings -> Privacy users on s Mac.
f& Secur}ty -> Fllll DiSk Access and enable :gg:szgnlﬁ:;oaseéo com.microsoft.autoupdate
ctservetl2

- fetservetl2
I Microsoft Defender Endpoint Security Extension

@ OneDrive

Terminal

a5

-~

“FortiClient” would like to access
files in your Documents folder.

Don't Allow Allow
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Configuring FortiClient 0 -
<

Read and accept the Terms and Conditions, then click

Configure VPN. D( /

[ J Forucnent

@ FortiClient VPN

Configure VPN
X

Welcome to ForﬁClient‘\‘/PN!

1 acknowﬁed,;e that this free softhe does not come with any product
STEP 8 Connection Name | luvpn.lamar.edu
Configuring FortiClient Description luvpn.lamar.edu
Enter the information provided on the right
in the correct fields under the SSL-VPN Remote Gateway IUVpn lamar.edu

hoice. (E le of confi ion fi :

;e;c;ag(e)xamp e of configuration form on Customize port 10443

Check the “Customize port” box to type
in the number in the field.

After you completing the fields, click
“Save”.
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® FortiClient

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

[ s | I )

i R [luvpn.lamar.edu

Description |Iuvpn.lamanedu
| Remote Gateway |Iuvpn.lamar.edu x
+Add Remote Gateway
Customize port | 10443
] Enable Single Sign On (SSO) for VPN Tunnel
QO Prompt on login Save login

| Client Certificate INOM v|

T TN

......
tias

Verify "luvpn.lamar.edu" is selected in
the VPN Name field.

Enter in your LEA username (DO NOT
include @lamar.edu) and password in their

VPN Name ’ luvpn.lamar.edu "‘ = respective fields.
Username lyour_LEA (do not add @lamar.edu! ‘
Bascword — o
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Are you logging in to LU login?

When prompted on the Duo Mobile App, @ Lamar University
press "Approve" to complete the VPN
connection. If you receive a Duo notification

without attempting to login, "Deny" it, and A LEA Username
contact the Service Desk immediately.

@ 1:52pPMmcDT

Deny Approve

Once successfully authenticated, FortiClient should complete the connection and
look like the screenshot below.

[ ) FortiClient

@ FortiClient VPN
a8 0O a

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

L

VPN Name luvpn.lamar.edu
IP Address  140.158.72.14
Username
Duration 00:00:41
Bytes Received 209.5 KB
Bytes Sent 119.94 KB

Disconnect
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